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Who Am 1?

A 25 Years in the R.C.M.P

A Retired as the NC@c RITCU

A 6 Years aBaskTehs Security Director

A Numerous Computer Forensic Certifications

A Instruct Digital Forensics for Several Forensic
Vendors: Guidance Softwar@araben
WetStone ECCouncil,Foundstone Mandiant

A Presented at Numerous Conferences in North
America, Asia & Europe




Agenda

A Computer Forensic Basics

A Sources of Digital Evidence

A Hiding the Evidence

A Internet History Analysis

A Email Forensics

A Latest Research in Digital Forensics
A Trojan Defence

A Final Thoughts




Forensics - defined
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Interpretation and documentation of
computer evidence, legal processes, integrity
of evidence, factual reporting of the
Information found, and providing expert
opinion in a court of law or other legal and/or
administrative proceeding as to what was
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Forensic Process

A Initial Assessment

A Investigation Plan

A Collection of the Data
A Analysis of the Data

A
A
A

Documentation of Analysis
Reporting of Analysis

Presentation of the Analysis



Forensic Principles

A Chain of Custody

A Minimize Analysis of Original Media

A Forensic Duplication of any Media

A Document Any Changes to Original Media

A Always Assume Investigation is Going to
Court

A Document Everything




Quantity of Info on a Hard

Drive

0 Just 1 megabyte of printed computer data
represents about 312 printed sheets of 8.5 x
11 inch paper or about a 1.6 inch stack of
printed paper.

0 1989- 20 megabyte hard disk drives = 32 inch
stack of printed paper.

0 1996- 1.2 gigabyte hard disk drive = 1,920
Inches or 160 feet of stacked printed pages.

0 80 gigabyte hard disk drives = 10,000 feet tall



A Terabyte of written data
would fill approximately 2,000
filing cabinets.




If each byte represented a block of stone of the
| Great Pyramid, a Terabyte would be equivalent
to 445 pyramids.




EnCase Z Forensic Software

A Indexing

A File Signature & Hash
Analysis

A File Metadata

A Gallery View

A EnScripts

A Recover Deleted Files

A GREP Searching
(h[a@]ck[e3]r)
A Filters

A Generates Reports

A Timeline View

A Recover Partitions,
Folders, Files

A Auto Configures RAID
Storage

A Keyword Searches
A Bookmarking
A Unicode support



Forensic Issues

A For the Most Part it is Corroborative Evidence
A Need to Place Subject at the Keyboard

A Variety of Operating Systems, File Structures,
Hardware Platforms, etc.

A Timeliness of Information
A Fragility of the Data




Sources of Digital Evidence

A Hard Disk Drives (Internal & External)
A Wireless Hard Drives

A USB Flash Drives

A PDAs

A Cell Phones

A Digital Cameras

A Digital Picture Frames

A MP3 Players (IPODS)




Wireless Hard Drives

ASUS WI-HDD2.5
Triton TRFWHD1120 : NAS 120GB

lomega NAS 100d/160GB




USB Flash Drives (Thumb Drives)




Hiding the Evidence

A MetaData

A Bad Extensions

A Recycle Bin

A Nesting Folders (Obfuscation)
A Encryption

A Slack Space / Bad Clusters

A Alternate Data Streams

A Foreign Languages

A Covert Channels

A Steganography



Metadata Assistant

A

A

The Metadata Assistant analyzes Word/Excel/PowerPoint
(97 and higher) files to determine the type and amount of
metadata (hidden information) that exists within.

You can use a variety of options to remove unwanted
metadata from your documents, workbooks and
presentations.

It can operate as a standalone utility or can run from within
Word, Excel, PowerPoint and Outlook 2000 and above.

You can even use the Metadata Assistant to batch process
multiple files located on a local or network folder.

Additionally, you can analyze/clean files attached to
outbound email messages and convert them to PDF
format for extra protection.



Document Metadata

Metadata Assistant Results - Analyzing MIMENZ-OutlineOfForensicSchool.doc -0l x|

Results:

Wnalpzing MJMENZ-0utlineDfForensicS chool.doc

Cloge

Document Mame: MJMENZ-0utline0fF orensicS chool.doc

Path: C:ADocuments and Settings\MarkMenz\My Documents\Class-MJMENZ Linalze
Document Format: Word D ocument

Built-in Document Properhes: Llean
Built-in Properties Containing Metadata, 2
Title: Hard Digk Duplicationécquisition Form
Author: MIMenz

Document Statistics:

Document Statistics Containing Metadata: B Smitch ta
Creation Date: 4,/8/2004 10:45 P Detailed Yiew
Last Save Time: 4/8/2004 1045 P =
Time Last Printed: 7/16/2003 4:41 Ph scrofl b Hext
Last Saved By: MarkMenz Document
Revision Mumber, 2

Tatal Edit Time [Minutez]: 3 Minutes

Save Resultz az BTF

Custom Document Properties: Open Results inWord
Mo Custom Document Properties

Open Results as an
Last 100 Authors: NOT PROCESSED #ML Document

Attached Template [Convert to Mormal):
Attached to Mormal

Routing Ship:
Mo Routing Shp

Yersions:
Mo Versions

Track Changes:
Mo Tracked Changes

Fast Saves:
Fast Saves is Off

Hidden Text:
Mo Hidden Text

Comments:

Ml T mreremanb e

& 2002, Payne Conzulting Group, Inc.




Slackspace demo

For our example Sector = 512 Bytes
End of File Marker 1 Cluster = 4 Sectors &
Cluster = 8 Sectors
if Volume > 2 GB

Smoking Gun.txt
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Slack Space




Alternate Data Streams

A NTFS Alternate Data Streams or ADS have
existed as long as the NTFS file system has

A Originally created to allow interoperability with
Macintosh systems

A Allows you to hide files behind other files

A Until recently, most antivirus and antispyware
products did not look for this type of hidden file




Alternate Data Streams

A Windows gives us the ability to create these
OEEAAAT 6 £EI AO AT A AO
contained within them!
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they exist or what their contents might be

Adl AOAAOA 11T Ah xA [EEO
program to hide our evil prografnehind



Creating an ADS File

A. T x xA AAirceOOATOEAT A O
our data behind the file:

A Go ahead and look at your dirlisting.txt file using
Al A Ul OO Z£EI A OEI Ol A

A Now we can reun the command to see
If we have made any changes to our file:




Your ADS File

A9T O AEAT 60 AEAT CA OEA
OAEOI EOOET ¢c80@06 AEI A
AEAT 60 AEAT CA

A4l DOT OA UT 6O OAODEI 8 A

you can execute It as follows:

C:\ Trusted> start C: \ Trusted \ dirlisting.txt:evil.exe




ADS Tools

A There are a number of different free utilities out
there which each have their own strengths and
weaknesses In regard to enumerating or
displaying ADS files

A These include:

sfind
lads
streams

A Commercial forensic software such as EnCase &
FTK search for / display ADS files




Steganography

A The airport map on
the bottom Is hidden
In the .gif Image on
top.

A Steganography can ey
use jpg, gif, bmp, et
wav, etc as containers -+ i
for the hidden
iInformation.

A Free tools are
available on the
Internet such as
S-Tools

Microsoft*
MapPoint’




Internet History

A The Internet is Being Accessed More
Everyday with More Computers Having
Dedicated Access Via DSL or Cable
Connections

A A Lot Can be Determined About a User
Through Examining Their Internet Activity
A Tools

Netanalysigwww.digitaldetective.co.uk
Web Historian\(\ww.mandiant.con)



http://www.digital-detective.co.uk/
http://www.digital-detective.co.uk/
http://www.digital-detective.co.uk/
http://www.mandiant.com/

Internet History - Netanalysis




